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Abstract. Innovation is pivotal in national economic development, and it is essential that intellectual property (IP) rights are
protected. Geopolitical tensions, especially since the beginning of the Russia-Ukraine war, highlight the need to safeguard
Western technological innovation. Despite sanctions aiming to restrict Russia’s access to advanced technology, Russia
circumvents restrictions and deliberately violates Western IP rights. This article explores the limitations of existing
technological sanctions and proposes a reform to the patent system by considering selective disclosure for dual-use technology
patent applications. Selective disclosure of a patent application would provide key strategic benefits to Western nations in
protecting their technological innovation and IP rights while maintaining the core principles of IP protection. This approach
balances technological security with open innovation, ensuring that only trusted entities have controlled access to critical
technological information.
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Introduction

Protecting Western® technological innovation has become a critical priority in recent years amid growing
geopolitical tensions, particularly with Russia. The war in Ukraine is unfolding across multiple fronts,
including economic ones such as technological warfare. As a result of the European Union (EU)
sanctions imposed on Russia in response to its aggression against Ukraine, the safeguarding of cutting-
edge innovations, from artificial intelligence (AI) and cybersecurity systems to sensitive intellectual
property (IP), has emerged as a central concern for governments, companies and institutions alike.

Russia’s economy has historically depended on Western technology in a variety of sectors, although the
degree of reliance has varied. Before Russia invaded Ukraine on 24 February 2022, the EU was Russia’s
largest trading partner, while Russia was the EU’s fifth-largest trading partner, with significant trade in
energy and machinery (European Commission, 2024a). Key areas in which Western technology has
played an important role in Russia’s economy include aerospace, defence, and information and digital
technology (Marcus et al., 2022; Sherman, 2024).

Through the sanctions imposed so far, the EU has reduced bilateral trade flows with Russia and
introduced restrictions on the transportation and export of technology, machinery components and
electronic goods (European Council, n.d.). Sanctioned goods include software for drones and encryption
devices, electronic components used in weapons systems, specialised materials and industrial
machinery. The purpose is to target sensitive sectors in Russia’s military-industrial complex and limit
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the country’s access to critical advanced technology (European Commission, n.d.). The EU has also
urged other countries,* including European allies, to align with its restrictive measures and broader
normative framework (Renda, 2023).

Restrictive measures have been partly successful in curbing Russia’s military activity, as evidenced by
Russia’s problems in producing innovative military equipment, including aircraft and munitions (Orlov,
2024). However, at the same time, Russia is increasingly seeking economic relations with other
countries, such as China, Kazakhstan, Tiirkiye and countries in the Middle East (Mosolova & Fleming,
2023; Kolyandr 2024). Russia has been known to leverage Western technologies across sectors. The
inflow of new Western technology represents a strategic interest for Russia. Meanwhile, Russia’s
geopolitical objectives pose a threat to Western technological security and the enforcement of IP rights.

Sanctions are one tool that can be used to address such crises, but unconventional and multidimensional
solutions should also be explored. One possible tool to protect Western technological innovation is to
reform the traditional patent system by adopting a selective disclosure approach. This means not
disclosing in patent databases the technical description of a patent application involving dual-use
technology, i.e. technology that has potential applications for both civil and military purposes. However,
this raises concerns about the patent system’s functioning, open innovation, disclosure requirements and
public access to patent information.

This article delves into the challenges of protecting Western technology from Russian threats through
the lens of patent law, focusing on selective disclosure in patent law as a tool to safeguard innovations.
It explores the intersection of dual-use technology, technological security and intellectual property,
analysing how EU technology sanctions can be circumvented and the implications for dual-use
technologies. By proposing limits on patent disclosure to prevent misuse by hostile actors, the article
offers a comprehensive approach to balancing transparency with security in the protection of Western
technological innovations.

I rely on traditional legal methods such as the analytical method, analysing the EU’s legal doctrine and
legislation alongside examples from German, Estonian, Latvian and Lithuanian law. I also draw data
from books, articles, legislation, journals, reports and other publications related to the research topic.
Al-assisted technology was used in the preparation of this article for checking grammar and
spelling. The core analysis and insights, however, are solely those of the author.

1. Technology, IP and Sanctions in the Russia-Ukraine War

Since March 2014, the EU has progressively imposed restrictive measures (sanctions) against Russia.
Sanctions were expanded following Russia’s military aggression against Ukraine in February 2022. A
significant step in strengthening these sanctions occurred on 25 February 2022, when the EU adopted
Regulation (EU) 2022/328. This regulation amended Council Regulation (EU) 833/2014, introducing a
comprehensive ban on exporting dual-use items to Russia. The EU has progressively imposed extensive
sanctions targeting Russia’s military-industrial complex, restricting access to advanced software,
encryption devices and key electronic components (European Commission, n.d.). These restrictions
include dual-use components regulated under allied export controls, such as optical systems used in
manufacturing, bearings for moving vehicles, machine tools in the military and weapons industry,
aircraft engines, and microchips (Bergmann et al., 2023).

EU sanctions against Russia are implemented through a two-step legal mechanism: Council Decisions
and Council Regulations. Council Decisions, under the Common Foreign and Security Policy (CFSP),
are based on Article 29 of the Treaty on European Union (TEU). Their purpose is to establish the political
and strategic framework for sanctions, such as targeting certain sectors or individuals. These Council
Decisions are binding on EU member states, but they do not have any direct effect on individuals or

4 These countries include EU membership candidates and potential candidate countries, European Economic Area
states and European Free Trade Association states.
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companies. Council Regulations are based on Article 215 of the Treaty on the Functioning of the
European Union (TFEU). Their purpose is to give practical effect to Council Decisions, e.g. freezing
assets and restricting exports. Regulations are directly binding and applicable in all EU member states,
and they apply automatically without the need for national implementation of legislation. In short,
Council Decisions are politically binding on EU member states, not individuals or companies, while
Council Regulations are legally binding on individuals and companies.

The EU’s sanctions have widened Russia’s technological gap with the West, forcing it to abandon its
original technological advancement plans and shift focus to replicating foreign technology. This shift
became evident when Russia gave up on its technological development strategy for 2030, which aimed
for progress in key areas such as hydrocarbon processing equipment, the aviation industry, air transport
infrastructure, and power engineering (Petrova & Sapozhkov, 2023). Instead of leading in innovation,
Russia is now primarily engaged in damage control, relying on reproducing existing foreign
technologies (Epifanova, 2023).

EU regulations, such as Article 2(1) of Regulation (EU) 833/2014, prohibit the sale, supply, transfer or
export of dual-use goods and technology to Russia or for use there if these items are intended for military
use or a military end-user, regardless of their origin. Articles 4(1)c and 4(1)d prohibit the provision of
technical assistance, brokering services or financial support for dual-use goods and technology to Russia
or for use there if intended for military use or a military end-user. According to Article 1a of Regulation
(EU) 833/2014, dual-use goods and technology are the items listed in Annex I to Regulation (EC)
428/2009.

The EU has recently implemented several measures to enhance the enforcement of sanctions against
Russia, with a particular focus on dual-use goods and advanced technologies critical to Russia’s military
capabilities. In October 2023, the European Commission issued a list of economically critical goods
subject to EU sanctions, helping businesses and third countries prevent circumvention. The European
Council’s February 2024 Common High Priority Items list further targets advanced technological
components used for military applications. The list encompasses 50 customs codes, aiding exporters in
compliance and assisting enforcement agencies in preventing circumvention of sanctions. Specifically,
the list comprises particular dual-use goods and advanced technology items, such as central processing
units, electronic integrated circuits, and machinery parts, essential for developing, producing or using
Russian military systems. These measures increase exporter compliance and assist customs and
enforcement agencies in combating illegal technology transfers (European Commission, 2024b).

The 14th EU sanctions package against Russia, adopted in June 2024, is a set of legally binding
restrictive measures established under the EU’s CFSP framework. These measures are enforceable
across all EU member states and are directly applicable to individuals, businesses and organisations
under EU jurisdiction. They aim to curb sanction evasion by imposing due diligence requirements on
EU businesses (European Commission, 2024c).

Consequently, companies must ensure that industrial know-how and battlefield goods do not reach
Russia via third-country subsidiaries. EU operators exporting dual-use technology must implement
compliance mechanisms to identify and mitigate the risk of re-exportation to Russia (European Council,
2024). Additionally, contractual obligations must prevent transferred knowledge from being exploited
for military purposes (European Council, n.d.). In the case of a violation, an EU company must report
the breach to the relevant national authority in the member state where they are registered or reside
(European Council, n.d.). Therefore, EU parent companies must ensure that their third-country
subsidiaries do not participate in any activities that result in an outcome that the sanctions seek to
prevent.

Emerging technologies offer Russia a means with which to challenge Western dominance and IP
protections. For instance, NATO (the North Atlantic Treaty Organization), concerned about
safeguarding IP (Herzog & Dominika, 2024), has enlisted partners such as the Estonian technology firm
Nortal (Trade with Estonia, 2025) to counter these threats. However, NATO members vary in their
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commitment to sanctions. Tiirkiye, for example, has not imposed sanctions and continues trade relations
with Russia, posing a risk of circumvention (Scazzieri, 2024; European Commission, 2023).
Furthermore, many sanctioned components, such as chips, electronic circuits and industrial machinery,
continue to reach Russia via Central Asia and the Middle East (Murilo Rangel Da, 2025).

The dual-use nature of many technologies further complicates enforcement. Furthermore, enforcing
these sanctions is complex due to inconsistent application across EU member states and loopholes in
international trade (Giumelli, 2024). Russia exploits shell companies and legal gaps to acquire restricted
goods, complicating global enforcement efforts (Feldstein & Brauer, 2024). For instance, there are
reports of Russian weapons filled with Western technological components (Shagina, 2023), while
reports indicate that in 2023, nearly half of all Russian battlefield imports originated from Western
multinational corporations operating through third-country intermediaries (Rooke, 2024).

Multinational corporations with subsidiaries in non-sanctioned countries, such as China, Hong Kong
and the United Arab Emirates, inadvertently contribute to sanction circumvention (Rooke, 2024). Given
that multinational corporations operate across multiple jurisdictions, the intricate dynamics of supply
chain logistics obscure the destination of critical and high-priority technology. It is doubtful that the EU
can extend its policy to ban trade with Russia by non-EU-based subsidiaries owned or controlled by EU
companies.

Meanwhile, Russia compensates for technological shortfalls by acquiring Western technology and
equipment through black-market channels, increasing industrial espionage and IP theft. One of Russia’s
key wvulnerabilities is its dependence on imports of sensitive technology. It has been noted that the
Russian government and courts have been undertaking actions to illegitimately deprive EU member
state IP rights holders of their protection in Russia (Recital 20 of the Council Decision (CFSP)
2024/1744). In particular, on 6 March 2022, the Russian Federation passed a decree allowing local
companies and individuals to use the inventions, utility models and industrial designs of patent holders
from ‘unfriendly countries’ (Decree No. 430-p) without their consent and with no compensation (Decree
No. 299). Russia implemented this measure as a sanction against the West.

Additionally, on 29 March 2022, Russia introduced a parallel import mechanism, legalising the
importation of certain foreign products without the manufacturer’s approval (Order No. 1532). In June
2024, Russia announced plans to make this measure permanent.(Interfax, 2024). Russia aims to continue
violating Western IP rights even once its war with Ukraine ends, seeking foreign technology it cannot
produce itself. Patent information for such inventions is valuable to Russia’s technology experts.

The EU has responded by restricting IP protections for Russian entities. Under Regulation (EU)
833/2014, implemented in June 2024, Article 5s prohibits EU IP offices from accepting applications for
trademarks, patents, designs, utility models or geographical indications from Russian nationals,
residents or entities. This measure covers applications filed with national EU patent offices, the
European Patent Office and the World Intellectual Property Organization (WIPO). As a result, Russian
companies and individuals are unable to prevent EU companies and individuals from using their
innovations in the EU because they will not be granted a patent and will be excluded from IP protection.

European IP offices must now identify and suspend such applications by cross-referencing them against
sanctioned entities listed in Annex I of Regulation (EU) 269/2014. When processing applications, the
European Commission, the EU Intellectual Property Office (EUIPO) and national IP offices may request
additional proof of nationality and residency (European Commission, 2024d). Additionally, a non-
official consolidated list of sanctioned names and entities is available on the EU sanctions map> and in
the financial sanctions database.® Although formal refusals are not mandated (Recital 20 of the Council
Decision (CFSP) 2024/1744), IP offices are instructed to flag affected entries in their databases as frozen
due to EU sanctions rather than removing them (European Commission, 2024d).

5 See: EU sanctions map. https://www.sanctionsmap.eu/# (accessed 19 January 2025).
6 See: Financial sanctions database. https://webgate.ec.europa.eu/fsd/fsf#!/files (accessed 19 January 2025).

35


https://www.sanctionsmap.eu/
https://webgate.ec.europa.eu/fsd/fsf#!/files

Lisette POLD
International Comparative Jurisprudence. 2025, 11(1):32-46.

The contrasting approaches of the EU and Russia in IP protection reflect broader geopolitical tensions.
While the EU seeks to prevent Russia from accessing advanced technology and to protect IP rights,
Russia’s Decree No. 299 facilitates the unauthorised use of Western patents and trademarks. This
struggle highlights the strategic importance of IP in modern conflicts, as nations leverage technology
and legal frameworks to either enforce or undermine innovation protections in times of geopolitical
crisis. However, balancing transparency with security remains a key challenge.

2. Balancing Patent Disclosure, Technological Security and Innovation Protection
2.1.Role of the Disclosure Requirement in the Patent System

A patent is a legal right granted to an inventor, providing exclusive rights for a limited period, typically
20 years from the date of filing the patent application. The patent system operates on a fundamental
principle of disclosure, requiring applicants to publicly share details of their inventions through a written
document known as a patent application.

The disclosure requirement serves multiple purposes, including promoting knowledge dissemination,
preventing duplication and incentivising innovation. While the patent owner retains the right to exclude
others from using the invention until the patent expires, the technical information disclosed in the
application holds considerable value for the public (Seymore, 2010). Others are free to use the
information, provided they do not infringe upon the patent owner’s rights.

The scope of a patent is defined by the application documents and is governed by the Agreement on
Trade-Related Aspects of Intellectual Property Rights (hereinafter referred to as the TRIPS Agreement).
Article 28(1) of the TRIPS Agreement grants patent owners the right to prevent others from making,
using, selling or importing the patented product (1a) or using a patented process and its directly obtained
product (1b) without consent. Article 28(2) also allows patent owners to transfer or license their patents.

To obtain a patent, an inventor must provide a clear and complete description of the invention, ensuring
that a person skilled in the field would be able to replicate it (Rantanen, 2013). Article 29 of the TRIPS
Agreement mandates that applicants disclose their inventions thoroughly, potentially requiring them to
indicate the best known mode for carrying out the invention when filing. For instance, the Estonian
Patents Act § 19(1) states that a patent application must disclose the invention sufficiently clearly and
concisely to enable replication by a skilled person. Similar provisions exist in German (Patent Act
Section 34(3-4)), Lithuanian (Patent Law Article 16) and Latvian (Patent Law Section 30(1)) legislation.

Patent information is made publicly accessible through various patent databases maintained by national
IP offices.” If an application is denied, its details are still made publicly available. If granted, both the
patent and the complete legal documentation involved in securing it are disclosed (Beckerman-Rodau,
2009). For example, under Estonian law (§ 35(3) of the Patents Act), the Estonian Patent Office registers
granted patents and publishes their details. In Germany, the German Patent and Trademark Office
publishes an application’s first publication, patent specifications and entries in the Patent Gazette (Patent
Law Sections 32(1), 32(3) and 58(1)). Similarly, in Lithuania and Latvia, their national patent offices
publish patent descriptions, claims and drawings upon granting a patent (Lithuanian Patent Law Articles
28(5) and 29(1); Latvian Patent Law Section 35(2-3)).

The disclosure principle forms a quid pro quo arrangement: in exchange for exclusive rights for a limited
period, inventors share their knowledge with the public, fostering further innovation (Devlin, 2010).
Therefore, patents are intended to communicate information about an invention to the public and
encourage innovation. However, some argue that this assumes that detailed technical disclosure is a
central purpose of the patent system (Burk, 2016). The focus is placed on the notion that disclosure is

7 A comprehensive list of national patent databases is available at https://www.epo.org/en/searching-for-
patents/technical/espacenet/national (accessed 5 February 2025).
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integral to the patent system, either as a primary objective or as a policy goal reinforced by judicial
decisions.

When national security concerns arise, the emphasis on disclosure introduces complexities. While
patents promote innovation through public knowledge-sharing, publishing sensitive technologies,
especially those with dual-use applications, can pose security risks. Such disclosures may reveal critical
technological details to foreign adversaries or hostile actors.

Patent applications are written in technical language, targeting experts in the relevant field rather than
the general public (Burk, 2016). This practice originated in the 19th century, when industrial economies
were relatively small, and few individuals outside the technical domain encountered patent-related
issues (Janis & Holbrook, 2012). In modern times, patents remain primarily addressed to skilled
professionals (Burk, 2016). This raises the question of whether the disclosure requirement genuinely
serves broader public knowledge or mainly facilitates communication within technical communities. It
has been pointed out that proving which legal information about patents is transmitted to the lay public
may be too difficult (Janis & Holbrook, 2012). Therefore, while patent information can aid technological
transfer, some argue that it is one of the lesser functions of disclosure (Burk, 2016).

Consequently, disclosure should be considered a secondary rather than a primary goal of the patent
system. The patent system does not completely prevent the withholding of information, which could
limit public knowledge. On the contrary, IP laws encourage innovation and commercialisation of
technology rather than merely providing public information (Devlin, 2010). In cases involving dual-use
technologies, withholding specific technical details may be justified for national security reasons.

While reverse engineering may give rise to obtaining information not disclosed in patent databases, it is
argued that an invention’s disclosed specifications can instantly provide more of the same information
that could be obtained through reverse engineering the invention (Devlin, 2010). While limiting
disclosure might undermine the open exchange of knowledge, especially in fields where innovation
builds on prior inventions, such a limitation could be considered a necessary compromise to balance
public safety and technological advancement with the protection of sensitive technologies.

Restricting certain disclosures must be carefully managed to balance transparency and innovation
without compromising security. Selective disclosure of sensitive inventions does not fundamentally
undermine the patent system’s purpose, as access to restricted information can still be requested through
controlled channels. If managed effectively, with clear guidelines for dual-use technologies, innovation
can be protected without significantly hindering the patent system’s broader objectives. Therefore, while
disclosure plays a crucial role in the patent system, its function should be viewed in a nuanced manner.
Although it facilitates knowledge-sharing, its primary aim remains to protect and commercialise
technological advancements.

2.2. Innovation and the Security of Technological Know-how

Strategic information extends beyond military activities to include patents, as anything relating to a
nation’s security can be considered strategic. Patents involving innovative or sensitive technology are
key sources of strategic information, especially for technologies with dual-use applications, e.g.
advanced materials, cybersecurity software, Al and biotechnologies.

Concerns around the protection of IP and technological innovations raise the question of whether the
traditional principle of full disclosure in patent law should be re-evaluated. Historically, disclosing
patent details has been seen as a core function of the patent system, promoting transparency and
innovation. Regarding the Russia-Ukraine war, public disclosure could inadvertently provide foreign
governments, foreign organisations or hostile actors access to technologies that could be weaponised or
used to undermine a nation’s defence or economic security.
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The intersection of patent law and national security becomes crucial here. NATO member states,
including many European countries, have implemented secret patent systems to protect sensitive
technologies, such as military innovations and critical infrastructure solutions (Po6ld, 2024). These
inventions remain undisclosed in patent databases to safeguard national security, economic interests or
foreign policy objectives. A risk arises from the potential misuse of publicly disclosed technologies,
which foreign actors could reverse-engineer or exploit, especially during heightened geopolitical
tensions, such as the ongoing Russia-Ukraine conflict.

Estonia’s Patents Act Section 24(4) mandates that classified patent applications are not published in the
patent register. Sections 19(4) and 19(5) specify that patents related to national defence or considered to
be such by a foreign government through international agreements can be classified. Germany’s Patent
Act Section 50(1) requires that if a patent concerns a state secret, no publication of the invention can be
made. The German Criminal Code Section 93 defines state secrets as information that must remain
confidential to protect the nation’s external security.

Lithuania’s Patent Law Article 27(3) stipulates that access to secret inventions must follow a prescribed
legal process. Additionally, Article 26(5) ensures that inventors receive compensation for classified
inventions related to national defence. Latvia’s Patent Law Section 11 offers a more transparent
approach to secret inventions. It allows the Ministry of Defence to designate an invention as secret if it
pertains to national defence interests, and it excludes specific provisions regarding the publication of
patent applications and registration.

Patents are territorial, meaning they are only enforceable within the jurisdiction where they are granted.
For global protection, inventors must apply for patents in multiple jurisdictions. This territorial nature
calls for international measures to secure Western technologies, as regional sanctions alone may not be
sufficient. As national patent systems are rooted in international agreements, such as the European Patent
Convention (EPC) and the TRIPS Agreement, reform must be conducted in the global patent system.

One proposed solution is to restrict the disclosure of certain information within patent applications,
particularly the details of dual-use technologies. Instead of fully disclosing these details, the patent
system would adopt a model of selective disclosure, where only trusted parties, based on security
priorities, are granted access to the complete documentation of sensitive inventions. The proposal
suggests that technological innovation can be better protected by restricting access to the technological
description of certain types of dual-use technologies.

IP rights are a key policy tool for controlling the distribution of knowledge across systems. The OECD
defines innovation as ‘a new or improved product or process (or combination thereof) that differs
significantly from the unit’s previous products or processes and that has been made available to potential
users (product) or brought into use by the unit (process)’ (OECD, 2018, p 20). Open innovation is a
concept where organisations use external and internal ideas, knowledge and resources to accelerate the
development of their products or services (De Beer, 2021).

The patent system is generally considered a policy tool to foster innovation (Ponchek, 2016). Patents
can be a source of innovation, but their role is more indirect. Patents can facilitate open innovation by
disclosing technical information to the public, using exclusion to stimulate innovation. However, the
relationship between patents and innovation varies by industry sector and an individual firm’s
characteristics (OECD, 2008). This does not necessarily mean that the information used for cumulative
innovation resides exclusively or predominantly within the confines of patent specifications (Devlin,
2010). Also, evidence shows that most inventors rarely read others’ patents and rank patents last as a
source of innovation, often due to concerns about infringement, difficulty with legal jargon, or the
limited information patents provide (Anderson, 2011).

Open innovation relies on the premise that shared knowledge leads to collaborative progress (Bogers,

2012). Despite this, research shows that many patented inventions never become innovations, and many
innovations are never patented (De Beer, 2021). If key technical descriptions of dual-use technologies
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are non-disclosed, it could slow innovation in some areas, as other inventors and researchers would be
unable to access or build upon this knowledge (e.g. the case of secret patents). However, if an option
exists to apply for access to the technological know-how, it is not an absolute non-disclosure. In this
case, the measure will not severely affect the dissemination of knowledge because the invention will not
be excluded from the public.

One can conclude that society is better off with a patent system that incentivises invention and
commercialisation without requiring disclosure than with a system that dilutes ex ante incentives and
reduces the incidence of invention by demanding as much disclosure as possible (Devlin, 2010).
Therefore, regarding the Russia-Ukraine war, society should prioritise limiting disclosure over
maximising it to protect Western technological innovation and technical know-how.

3. The Disclosure Requirement Limitation: The Case for Selective Disclosure of Dual-Use
Technologies

3.1. Absolute Non-disclosure of a Patent Application

Finding the right balance between transparency and technological security requires careful
consideration. Excessive secrecy could undermine the fundamental purpose of the patent system,
limiting public access to valuable technological knowledge. Conversely, too much transparency could
expose sensitive information to adversaries, jeopardising national defence capabilities. This balance
must continuously evolve as new technologies emerge and security threats shift, necessitating ongoing
adaptation of patent policies and legal frameworks to safeguard public innovation and national security
interests.

Patent ownership rights generally stem from an invention’s creator or legal agreements governing an
invention. Patents are considered intangible personal property (Beckerman-Rodau, 2009). Secret
patents, particularly those originating from NATO agreements, withhold patent rights and prohibit
disclosure to prevent technology from being transferred to foreign adversaries. Given the trade-offs
between national security concerns and the benefits of open innovation, expanding the concept of secret
patents to cover all dual-use technologies is not feasible.

Applying secret patents to all dual-use technologies would create a closed innovation paradox, wherein
innovation activities occur exclusively within a single organisation (Leminen et al., 2015). This could
discourage companies from seeking external ideas or collaborating with outside entities. Closed
innovation involves internal strategies for acquiring and commercialising technology, but a secret patent
system would restrict the broader community from benefiting from disclosed technological
advancements. Technological progress may be delayed without public access to a significant portion of
patent information, as inventors could not build upon existing patents to drive further advancements or
improvements.

A key reason why expanding secret patents to all dual-use inventions is impractical is the issue of
compensation. Secret patents prevent inventors from fully commercialising their inventions,
necessitating compensation for lost commercial opportunities. Under the current patent system, Article
[T of NATO’s Agreement on Mutual Safeguarding of the Secrecy of Defense-Related Inventions ensures
that if a government enforces secrecy on a defence-related invention to protect national security, the
inventor cannot later demand compensation for any harm caused by the secrecy. This system balances
national security concerns with an inventor’s rights by ensuring the inventor receives compensation from
the entity imposing secrecy.

National patent laws establish compensation criteria, yet details around how the amount of
compensation is calculated remain opaque. Typically, the amount of compensation results from an
agreement between an inventor and the entity enforcing secrecy, usually the government. For example,
under Section 55(1) of the German Patent Act, compensation is assessed based on factors such as the
economic situation of the affected party, the expenses incurred in developing or acquiring rights to the
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invention, the likelihood that secrecy would be necessary at the time of development, and any benefits
the affected party derives from alternative uses of the invention.

Similarly, Estonia’s Patents Act § 18'(2) considers the estimated service life of a classified invention
and the commercial profit that the patent owner would likely have earned if the invention had not been
classified. Latvia’s Patent Law Section 11(3) states that if the patent owner and the Ministry of Defence
cannot agree on compensation, the court will determine the amount based on the procedure outlined in
the Latvian Civil Procedure Law.

The current compensation system functions effectively because the number of secret invention cases is
limited, and governments assume financial responsibility as the restricting entity. However, expanding
the secret patent system to all dual-use technologies presents significant challenges.

A compensation system covering all dual-use technologies would be unworkable due to the sheer scale
of payments required and the absence of a precise mechanism to determine financial responsibility. With
civilian and military applications feasible across various industries, dual-use technologies would
generate overwhelming financial obligations if restricted under a secret patent system. Governments
would have to allocate enormous funds to compensate inventors, an approach likely to be unsustainable.

Unlike national security-related inventions, where the government is the clear stakeholder, dual-use
technologies serve public and private interests. Expecting governments to cover all compensation costs
would be unrealistic, while mandating private sector contributions would create legal and economic
complexities. Additionally, restricting the commercialisation of a vast range of inventions would disrupt
industries, deter private-sector innovation and reduce incentives for R&D investment. Companies
anticipating that their patents might be classified as secret and their compensation uncertain could be
discouraged from developing critical technologies. Expanding secret patents to all dual-use technologies
would severely infringe upon patent ownership rights, contradicting fundamental principles of patent
law, property rights and international legal norms.

Furthermore, imposing strict secrecy provisions on dual-use technologies could lead countries to
develop fragmented national patent systems, limiting technological exchange between jurisdictions. For
instance, under a trade secrecy regime, competing firms might never learn about a rival’s processes or
incorporated technologies until a new product is publicly marketed (Kitch, 1977). This inefficiency
results in wasted investments in rediscovering already-developed technologies.

A fragmented system could encourage countries to become more insular and less willing to share
technological advancements in key sectors. While trade secrets may initially seem preferable to a secret
patent system, they protect proprietary information. Trade secrets offer strategic advantages by
safeguarding valuable information beyond patent expiration or preserving tacit knowledge that cannot
be easily codified (Burk, 2016). In a world driven by patent disclosures, even if firms lack direct access
to a competitor’s technology, they can still learn from published patents and improve upon them.
However, no such learning opportunity exists with trade secrets unless a competitor voluntarily discloses
their advancements.

Therefore, a closed patent system is unsustainable in an era of increasing technological interconnectivity
and global trade. While closed systems may protect proprietary technologies in the short term, they can
impede long-term progress, especially in industries reliant on cross-border collaboration and shared
knowledge. In conclusion, the absence of a viable compensation mechanism and the legal uncertainty
surrounding inventors’ rights make a broad secret patent system for dual-use technologies both legally
and economically untenable.

3.2. Selective Disclosure of a Patent Application

Rather than completely removing dual-use inventions from the public domain and broadening the scope
of secret patent regulations to all dual-use inventions, there is a middle-ground solution that can address
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national technology security concerns and the need for open innovation. This involves keeping just part
of a patent application secret, i.e. a dual-use invention’s most valuable technical information, and is
referred to as selective disclosure.

In this approach, there is no public disclosure of technical descriptions of a dual-use invention in a patent
database, and access is limited to trusted parties only. In this context, selective disclosure means that the
full technical details of a patent are only made accessible to certain authorised entities. In the context of
dual-use technologies, this ensures that sensitive knowledge is protected from potential misuse, e.g. by
hostile nations or non-state actors, while maintaining a system of legal recognition for the patent holder’s
exclusive rights.

Instead of complete secrecy, specific details could be redacted or made available only under particular
conditions, governmental oversight or security clearances. These conditions may include the recipient’s
nationality, belonging to a list of trusted partners, entering into non-disclosure agreements or limiting
access to specific industries. Rather than concealing the entire patent application, governments could
classify technologies and provide tiered access depending on the sensitivity of the information. For
example, some information could be made available to researchers or companies under specific licenses,
while other sensitive aspects would be restricted.

The goal is to restrict public access to technological know-how while not conflicting with the patent
owner’s rights. As the proposal involves not disclosing some of the patent information, it does not
prevent the inventor from commercialising their invention. Therefore, there is no need to develop a
separate compensation system. The inventor is still free to commercialise the invention. While the
technical description remains undisclosed, the patent still confers exclusive rights to the holder, allowing
them to prevent others from making, using or selling the technology without authorisation.

A patent’s legal enforceability would not change. However, if an infringement occurred, the detailed
technical description would only be made available in a secure legal setting and possibly only to experts
with an appropriate level of clearance. Courts overseeing infringement cases would require special
clearance to access the technical description and only then in a closed environment. It must be
emphasised that the patent holder should be able to file a petition to the patent office to have the non-
disclosure order reviewed and possibly lifted.

The selective disclosure proposal could follow the example of measures in Article 5s of Regulation (EU)
833/2014. The EU and its member state IP offices flag a given IP right record held in their databases to
indicate that the IP right has been frozen due to EU sanctions, while still allowing the frozen IP rights
to be displayed in online databases. A parallel can be drawn with not disclosing the technical description
of a dual-use technology patent application. The patent application (i.e. the technical description) should
be redacted so that any sections concerning the technical description are blacked out or not displayed
publicly, limiting access to this information to certain entities. The technical information should be
flagged as sensitive due to its dual-use nature.

Instead of withholding the technical description, only those with appropriate clearance or certification
would be allowed to view the full technical details of the patent. These trusted parties could include
government agencies, relevant international organisations or specific entities with a proven need to
know. For example, governments or relevant international organisations could have access to technical
descriptions, while the broader public would only see minimal metadata. This means protocols must be
developed to determine whether individuals qualify to be granted access. These protocols must be
detailed, considering possible security risks. Conducting a thorough risk assessment of individuals
seeking access rights should be mandatory.

Accordingly, a comparable identification mechanism has already been established within the EU legal
framework, particularly in the context of EU sanctions concerning IP, as overseen by EUIPO. EUIPO
and national IP offices in the EU are tasked with identifying the nationality and address of a patent
applicant and verifying the names of owners or applicants of new patent applications, to decide whether
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the applicant is eligible to apply for a patent. In addition to lists of names and other detailed procedures
distributed to the EU national IP offices and other EU institutions, it has been noted that the European
Commission, national IP offices and EUIPO may develop an IT solution to pre-check and pre-filter
applications, so that applications filed by individuals who are sanctioned persons cannot enter the IT
system (European Commission, 2024d).

A patent application for dual-use technologies must still be filed with the relevant patent office. The
patent office would perform its usual formal examination procedures, including checking for novelty,
inventive steps and industrial applicability. However, only basic metadata relating to the application
would be published, instead of a full technical description, which typically includes diagrams,
descriptions and claims. Selective disclosure should only be for a particular period, e.g. until
technological security concerns subside. The latter must include the end of the Russia-Ukraine war. A
similar practice was noted during World War II, when the United States issued more than 11,000 secrecy
orders, of which the majority were rescinded at the war’s end (Gross, 2019).

A question arises in the context of defining the boundaries of an invention and the practice of reinventing
the same technology for the purpose of obtaining a new patent. To avoid unintentional infringement of
someone else’s IP, it is essential to identify all potentially restrictive patents and extract sufficient
information to define the scope of exclusion (Devlin, 2010). One of the benefits of publishing patent
applications is that it prevents duplicate efforts and avoids unnecessary costs. The information conveyed
by patents serves a vital role in demarcating a patentee’s IP interests. Although patent applications
contain technical information, they may not always meet the level of detail required by a specialised
technical community (Burk, 2016). In particular, the IT industry is known for producing patents that
provide minimal, if any, insight into the true nature of the discovery (Devlin, 2010).

To prevent potential abuse of the selective disclosure system, patent offices could require a generic
description or high-level overview to be published, which would not give away technical specifics but
would provide sufficient information for competitors to understand the general scope of the invention.
A high-level patent description would provide a general understanding of the invention, even if the
specific technical methods, systems or mechanisms remain undisclosed. This would ensure that
competitors understand the broad concept, reducing the likelihood of unintentionally duplicating the
patent or infringing the patent owner’s rights. A high-level overview should include a general description
of the invention, its relevance to industry and the problem it solves. Specific technical details should be
excluded as they are subject to non-disclosure.

Determining which dual-use technologies are eligible for selective disclosure regulations involves a
careful process. The basis for identifying eligible dual-use items can be gleaned from the European
Council’s Common High Priority Items list. This ensures that not every technology is subject to selective
disclosure restrictions, only those technologies that are considered high-priority.

As dual-use technologies can be applied for both civilian and military purposes, the task is to identify
those technologies that require special handling due to their potential for misuse or their critical nature.
This must involve expert review and risk assessments based on a technology’s military potential,
technological complexity and any relevant international security concerns. Some questions to address
during the risk assessment could be how difficult it would be for an adversary to replicate or exploit the
technology, whether the technology is unique and non-replicable, whether there are open-source or
public alternatives, and how the technology might affect the strategic balance between international
allies and adversaries.

It is important to emphasise that international collaboration on the protection of dual-use technologies
is essential to ensure the efficiency of IP protection. As no universal patent database currently covers all
patent documents published worldwide, such measures must be implemented internationally to secure
the same approach for all Western countries. For instance, WIPO should coordinate international treaties
or agreements to ensure that the selective disclosure system aligns with global security protocols. This
coordination could involve setting standards for how such patents are dealt with internationally.
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Furthermore, countries must coordinate on international frameworks or agreements to protect dual-use
technologies without restricting them entirely and stifling innovation. Governments should collaborate
with the private sector to establish frameworks via which companies can contribute to developing
sensitive technologies while ensuring these inventions are protected from exploitation. Countries and
organisations should be able to share information about dual-use patents within secure frameworks, such
as those established in the NATO Agreement on the Communication of Technical Information for
Defense Purposes.

In summary, selective disclosure protects sensitive technologies while allowing the patent holder to
benefit from legal protection. Restricting access to specific parties ensures that dual-use technologies do
not fall into the wrong hands, but it avoids the complete secrecy involved in a secret patent system. This
maintains the incentive for innovation, as inventors still benefit from the exclusive rights granted by a
patent without the risk of public exposure of their work. While selective disclosure offers advantages in
safeguarding national security and preventing the misuse of sensitive technologies, the system must be
carefully monitored to ensure it does not hinder the broader goals of innovation, knowledge sharing and
global technological progress.

Conclusions

Sanctions have failed to fully restrict Russia’s access to advanced technology due to its circumvention
of sanctions and its use of illicit supply chains. A key vulnerability in the protection of IP rights is the
public availability of technical details in patent databases, which adversaries can exploit.

I propose reforming the patent system by selectively disclosing only high-level descriptions for dual-
use technology patents, keeping their technical details hidden. This would prevent the misuse of
technological innovation while maintaining IP protection.

The selective disclosure approach balances technological security with open innovation, ensuring that
only trusted entities have controlled access to critical technological information. Controlled access
frameworks could allow vetted entities, such as trusted companies and allies, to view full technical
details under non-disclosure rules. Periodic review would prevent indefinite secrecy.

Implementing selective disclosure internationally through bodies such as the World Trade Organization
or WIPO would maximise the impact on protecting Western innovation. Regionally, EU legislation
could enact these changes.
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